TechNote

How to Install and Request a Certificate
Introduction

This document contains procedures on how to:
e Install CA Certificates (Trust Anchors and Intermediate CA Certificates).
e Request an End-Entity (Local) Certificate from a CA.
e Install an End-Entity Certificate.

Installing CA Certificates (Trust Anchors and Intermediate CA
Certificates)

1.Log into SonicWALL Network Security Appliance portal. Navigate to System > Certificates.

- E Swskern
Security Dashboard
Status
Licenses
Support Services
Administration
Certificates

Tirne

2. Select Imported certificates and requests from the View Style radio buttons.

Certificates and Certificate Requests

Wigw Skyle: O all certificates & Imported certificates and requesks O Built-in certificates Include expired builk-in certificates

3. Click Import and select Import a CA certificate... in the newly opened window.

Import Certificate

L, Import a local end-user certificate with private key from a PKCS#12 (plZ2 or .pfx) encoded File
® Irmport a Ch certificate From a PECS#7 (.p7h), PEM (. pem) or DER. {,der ar .cer) encoded File
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4. Click Browse to find and select your certificate.

File Upload
Look ir: |E}E:¢ample v| Qi m
Ty =l ad_intermediate. ot
523 =1 ok.cer

My Recent sonicdemo_ZDlD.pr
Documents

Deskiop

by Documents

-

My Computer

-
File narne: | gd-clazz2-roat.cer b | [ Open ]

My Netlwork Files of type: |.-’-‘«II Files vl [ Cancel ]

5. After your certificate has been selected, click Import.

Import Certificate

O Import a local end-user certificake with private key from a PKCS#12 (. plZ2 or .pfx) encoded file
® Import a CA certificate from a PKCS#7 (.p7h), PEM {.pem) or DER {.der or .cer) encoded file

Please select a file toimport:

|H:‘-,rv1y DocumentsiCe rts‘-,ExampIe".H Browse...

Ready

Irpart {h_.,) Cancel

:
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6. The imported certificate will appear with a green arrow icon next to it in the Configure column. If
desired, click the green arrow to import a CRL.

Expires Details Configure

Jun 29 17:06:20 203534 GMT (=4 % 3 @

Delete Al

You will have the option to import a .PEM or .DER file, or point to a URL for periodic import. If the
CRL import fails, an option is available to invalidate all certificates issued by this CA. The default
option is to not require CRL processing.

Import Certificate Revocation List

Go Daddy Class 2 Certification Authaority

Certificake Issuer: JC=U3]0=The Go Daddy Group, Inc./OU=Go Daddy Class 2 Certification Autharity
Subject Distinguished Mame:  [C=U5f0=The Go Daddy Group, Inc. fOU=Go Daddy Class 2 Certification Authority
CRL Skatus: Mo CRL loaded

@® Import CRL directly from a PEM {.perm) or DER. {.der or .crl) encoded File

Select a CRL file ko import: | " Browse..

O Periodically auto-impart CRL via HTTP

Enter CRL's location {URL): |

[ 1rwalidate Certificates and Security Associations iF CRL import or processing fails %

| Ready

Import Cancel
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Requesting an End-Entity (Local) Certificate from a CA

1. Click the New Signing Request button.

Certificates and Certificate Requests

Wigw Shyle: O all certificates @ Imported certificate

Hew Signing Request
Manually create a Certificate Sicning
requesk,

[1 g Certificate

[] 1 GoDaddy Class 2 Certification Authority

Impairt... Mew Sighing H@est... SGEE:

2. Fillin the desired form fields. The Subject Distinguished Name field will populate as you fill in various
fields of the form. We suggest completing: Country, Organization, Department (Organizational Unit),
and Common Name. Your site’s security policy will determine the information needed.

3. Gotothe Subject Key Size drop list and select the desired key size. Please be aware that a large
key size will take an extensive amount of time to generate (especially on the smaller devices).

Certificates and Certificate Reguests

Wigw Stvle: O all certificates & Imported certificates and requests O Bud-n certficates

#  Certificate Type
1 IssuedCertficate Generating regusst
[1 2 GoDaddy Class 2 Certification Authority CA certificate %

Once the key is generated, the status will update to Pending Request.

Certificates and Certificate Requests

Wigw Skyle: O pll certificates & Imporked certificates and requests ) Built-in certifi-ates

[]# Certificate Type

[] 1 IssuedCertficate Pending request

[] 2 GoDaddy Class 2 Certification Autharity A certificatz
Import... Mew Signing Fequest... SEEE -

SONICWALL>



Tech Note

4. There are two options available:
A. Manually export the CSR (as PEM-encoded PKCS #10 file) by selecting the export icon.

Export Certificate Request

Name: FeruedCartfivate

Subject Distinguished Mame: C=LI5;O0=My Company; OU=My Department; CH=My Device MName
Subject Key Identifier: OxFDF4E55E879ECO243C451036F35AF 1 0D40EO4EFSE

Status: Request Generated

A PECS#10 Certification Request has been generated and is available For export. Save this file on wour local disk For submission to a
Feqistration or Certificate Authority, The Ffile will be saved in PEM Certficate Request farmat, by defaul as 'IssuedCertficate.pin’ (the file
name can be changed at download as needed).

Ready
E=port Cancel
If you manually export the CSR, you can then import the signed certificate as a .PEM or .DER file
by clicking the import icon.

Upload Signed Certificate for Signing Request

MName: frruedCartficate

Subject Distinguished Mame: C=U5; 0=My Company; OU=My Department; CN=My Device Mame
Subject Key Identifier: OxFOF4B55579EC0243C451 D36F33AF 1 D4 0EO4EFSE

Status: Request Generated

Please select a file ko upload: " Browse..

File should be FEM {.pem) or DER. {.der or .cer) encoded

Ready

Upload Cancel

B. Select the SCEP button to send to your CA via SCEP.

SCEP Configuration

CER List: [ lzsuedCertiicate |

CAURL: |http:URLfCA |

Challenge Password{optional): i.....l.. |

Reguest Count; !256 |
Polling Interval(g): 30 |
Wax Polling Time(S): |28a00 |
Ready

Szep Cancel
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Installing an End-Entity Certificate

If you are importing a certificate matching a pending CSR, then import a .PEM or .DER file containing the
certificate stated in previous procedures.

Upload Signed Certificate for Signing Request

MNanne: FeruedCartficate

Subject Distinguished Name: C=U5; 0=My Company ; DU=My Department; CN=My Device Mame
Subject Key Identifier: 0xFDF4B5557IECOZ243C451D536F 35AF 1 OD40EQ4EFIE

Status: Request Generated

Please select & file to upload: ” Browse..

File should be PEM {.pem) ar DER. {.der ar .cer) encoded

Ready

Upload Cancel

If you are importing a PKCS#12 independently issued by your CA, click the Import button and enter your
choice of name and password. Then click the Browse button and select your file.

® Import a local end-user certificate with private key from a PECS#12 (.plZ ar .pfx) encoded File
O Import a CA certificate From a PECS#7 (.p7h), PEM (. pem) ar DER {.der ar .cer) encoded File

Cerkificate Mame: IlssuEdCEl’fﬁNithKey |
Certificate Management Password: iii!i!ii |
Plzase selectk a file ko impark: | H Browse..
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Specifying that a Remote Peer will be Authenticating with Certificates

1. Navigate to VPN > Settings.

v@ YPH

Settings
Advanced
DHCP over VPN
L2TP Server

2. Click the Add button to bring up a VPN Policy configuration window.

¥PN Policies Start Table Refresh (1) Refresh Inkerval (secs) Ttems per page Ttems toziofzy LY [x] [
O = Marne Gateway Destinations Crypka Suite Enable Configure
1 WAN GroupyPh ESP: SDES/HMAC SHAL (TKE) O j -
2 WLAN GroupvPN ESP: 3DES/HMAC SHAL (IKE) O i 3
Add.. Delete Delete Al

3. Inthe Authentication Method drop list, select IKE using 3rd Party Certificates.

Security Policy

Palicy Type: | Site to Site w |
Authentication Method: ElKE using 3rd Party Cerificatas .V|
Marne: | |

IPsec Primary Gateway Mame or Address: | |

IPsec Secondary Gakeway Mame or Address: | |

4. Specify your certificate in the Local Certificate drop list.

IKE Authentication

Local Certificate: IssuedCertificate k
|zsuedCertificate

Local IKE ID Type: alEIm = o

Peer KE 1D Type: | Domain name (FODON) v

Peer IKE ID: |remnteDevice.snmeCD.cum

|
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5. Specify the Local IKE ID Type from the drop list.
e UserFQDN, FQDN, and IPv4 types always use the Subject Alt Name.
e DN is always the Subject Name.
e Default ID from Certificate will send the first Subject Alternative Name found of UserFQDN,
FQDN, or IPv4 type. Otherwise, it will send the Subject Name as DN.

IKE Authentication

Local Certificate: | lssuedCerlificate N |
Local IKE ID Type: E IF Address [IF4) i |
Detault 1D from Cerificate
Peer IKE 1D Type: Distinguished name (DM)
E-tail ID (UserFQDM)
Peer IKE ID: Domain name (FQDOMN

IP Address (IPv4)

6. Specify the Peer IKE ID Type. UserFQDN, FQDN, and IPv4 are only
from subjectAltName.

IKE Authentication

Local Certificabe: |ssuedCedificate -

Local TKE ID Type: IP Address (PV4) v

Peer IKE 1D Type: { Dormain name (FODM) v
Distinguished name (D)

Peer IKE I0: E-Mail ID (UserFQD

Damain name (FODM)

IP Address JPV4)

7. Enter the Peer IKE ID — this is a string for UserFQDN, FQDN, or IPv4.
Peer IKE ID Type: Domain name (FEOMN) v

Peer IKE 1D remoteDevice someCo.com

8. From the Network tab, select the appropriate networks for local and remote proxy.

9. Inthe Proposals tab, the Exchange drop list will provide three modes to choose from — Main,
Aggressive, or IKEV2. Specify the mode and fill in IKE and IPsec parameters accordingly.
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10. In the Advanced tab, OCSP Checking can be enabled if desired. Currently, only HTTP
protocol is supported. The OCSP option is not available for IKEv2.

I Genergl I Metwark I Proposals E Advanced l

Advanced Settings

Enable keep Alive

F Suppress automatic Access Rules creation For WPM Policy
L] Require authentication of YPM clients by <aAUTH

[ Enable Windows Metworking (NetBIOS) Broadcast

[T Enable Multicast

| Apply MAT Policies

Enable OCSF Checking

OCSF Resporder LRL: |hitpf/URLofOCSPServed
Management via this 54: Onrte O HTTRS O =sH
Lser login via this S4: O uHrTe O HTTRS

Default LAN Gatewsy (optional): | |

WPN Policy bound to: | Zone WAN v |

In IKEv2 mode, you can configure Hash & URL certification types if desired.

General | Network | Proposals | Advanced

Advanced Settings

[#] enable Keep Aive 3

[ suppress sutomatic Access Rules creation For VAN Policy
[ enable wirdows Metworking (MetBI0S) Broadoast

[ enable Muticast

[ spphy NAT Policies

Management ywia this 54 Ourme Owurres OssH

User login via this SA; Oxrre O HTTRS

Diefaul LAN Gabeway (ophonal):

VPN Podicy baund ba: Zong W‘“N byt

TEEw2 Settings

O oo ot send trigaer packet durng [KE 54 negobistion b
O Accept Hash & URL Certificabe Type

Send Hash & URL Certificate Type
Certificabe URL: hit /1L RLI_DMyLDF:BICal‘t_IﬁEE“UQl

:
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